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DETAILED ACTION 

1. Claims 1-21 are subject to examination. Claims 2, 8, 17 and 19 are cancelled. 

Response to Arguments 

2. Applicant's arguments filed 10/31/2005 have been fully considered but they are 
not persuasive for the following reasons: 

35 U.S.C. §103 Rejections: 
Applicant's argument: 

"Thus, the paragraphs of Jones that were cited by the Examiner do not teach or 
suggest the above-quoted limitations of independent claim 1. Jones also discloses that 
a document may be stamped with the visible text "confidential". (See, e.g., Jones at 
para. no. 0016). Jones discloses that such a marking indicates that the document 
contains confidential information. (Jones at para. no. 0003). Thus, the "confidential" 
marking is based on the content of the document (i.e., based on whether the document 
contains confidential information), as opposed to being based on destinations specified 
in a given communication. There is no teaching or suggestion in Jones to add a 
"confidential" marking to a given email if it is determined that all destinations in the email 
are internal to a company. The "confidential" marking does not indicate to recipients 
whether a network communication is directed only to destinations internal to a company. 
Jones does not teach or suggest "adding, an identifier to the. first network 
communication to indicate to recipients whether then first network communication is 
directed only to destinations internal to the company, as recited in independent claim 1." 
Examiner's response: 
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:F*gure-2 




As stated earlier, Jones at para. [001 7] 
teaches "The data fields and flags in a 
typical watermark payload are shown in 
FIG. 2. It should be understood that the 
fields and flags shown are merely 
representative and they can take may 
alternative forms. The first embodiment 
of the invention utilizes one of the flag 
fields to indicate that a particular 
document is confidential. The other 
fields can be used in a conventional 
manner. Alternate embodiments can 
use a number of flags to indicate 
actions that should be taken with a 
particular message. 



Further, at para. [0020] and [0021], Jones teaches "The system could merely check the 
sender against this list or alternatively, the system could require that a password be 
entered when such messages are encountered. The table above shows only three 
fag bits. A system could have more or less fag bits as the needs of the particular 
system require. [0021] The import point is that the system considers the message 
sender, the message recipient and the condition of the flags in the data carried by 
a digital watermark to determine what action should be taken." 

Thus, Jones teaches" adding an identifier to the first network communication to 
indicate to recipients whether the first network communication is directed to at least one 
destination internal to the company." 

Now, as part of " what action should be taken" , Jones teaches at para. [0020] the 
following database: 
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And further elaborating on the above database, Jones elucidates at para.[0020], "It 
should be clearly noted that the above is merely a simplified example of the rules and 
combinations that could be in data base 401. The databases could include hundreds or 
thousands of users and it could include dozens of rules. The system can be complex or 
simple as desired for a particular application. A system can include many alternatives in 
addition to those shown above or a system might include only a very few alternatives. 
For example, the system could include only a list of addresses which are authorized to 
receive messages which have a confidentiality flag set to "confidential". Such a system 
would allow confidential documents to be only sent to selected addresses." 

The intent providing the proper context for the invention's implementation 
is clearly declared by Jones as disclosed in para. [0003] and [0004], as being "[0003] 
The Internet presents security challenges to corporations and others who have 
computers which store confidential information and which have connections to the 
internet. Traditionally, documents containing confidential information are marked with a 
legend or other visual indicia with words such a "CONFIDENTIAL", "PROPRIETARY", 
etc. The presence of these marks alert anyone handling such documents that they 
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should only be transferred outside of company under special precautions. It is relatively 
difficult and unusual for someone to inadvertently manually send such a document to an 
unauthorized receiver. However, the use of Internet communication changes the 
situation. [0004] The Internet and electronic mail speeds the communications process; 
however, the Internet and electronic mail also make it much easier to inadvertently or 
accidentally send a confidential document to an unauthorized receiver. A single 
accidental or inadvertent keystroke can have wide raging unintended consequences. 
The Internet and other electronic communication system make it easy to communicate: 
however, these systems and networks also makes it easy to mistakenly or inadvertently 
sent a document to the wrong party." 

Thus, Jones teaches "determining whether the first network communication is 
directed to a destination that is internal to the company based on the comparison of the 
received destination information and the information in the company directory* 7 . 
Applicant's argument: 

"independent claim I 5 includes the limitation **a controller configured to perform 
a search of the directory server based on the received destination information, 
determine whether the destination information specifies a destination that is internal to a 
first company based on the search, and add an identifier to the first network 
communication to indicate to recipients whether the first network communication is 
directed only to destinations internal to the first company." The Examiner stated that 
"claim 15 is rejected for the reasons set forth respect to independent claim 1, Biliris and 
Jones do not teach or suggest the above-quoted limitation of independent claim 15." 
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Examiner's response: 

Please refer to the reasons provided above for claim 1 for further clarification. 
Applicant's argument: 

"independent claim 18 includes the limitations "determining whether the first 
network communication is directed to a destination that is internal to the company 
based on the comparison of the received . destination information and the information in 
the company directory" and "adding an identifier to the first network communication to 
indicate to recipients whether the first network communication is directed only to 
destinations internal to the company." The Examiner stated that "claim 18 is rejected for 
the reasons set forth for claim 1 ." (Office Action at para. no. 5, page 8). For the reasons 
set forth above with respect to independent claim 1, Biliris and Jones do not teach or 
suggest the above-quoted limitations of independent claim 18." 
Examiner's response: 

Please refer to the reasons provided above for claim 1 for further clarification. 
Applicant's argument: 

"Dependent claims 5, 6, and 14 further define patentably distinct claim 1, are 
further distinguishable over the cited references, and are believed to be allowable over 
the cited prior art. Applicant respectfully requests removal of the rejection of claims 5, 6 f 
and 14 under 35 U.S.C. §1 03(a), and requests allowance of these claims." 

"Dependent claims 10 and 11 further define patentably distinct claim 1, are 
further distinguishable over the cited references, and are believed to be allowable over 
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the cited prior art. Applicant respectfully requests removal of the rejection of claims 10 
and 1 1 under 35 U.S.C. §1 03(a), and requests allowance of these claims." 

"Dependent claim 13 further defines patentably distinct claim 1, is further 
distinguishable over the cited references, and is believed to be allowable over: the cited 
prior art. Applicant respectfully requests removal of the rejection of claim 13 under 35 
U.S.C. §1 03(a), and requests allowance of this claim." 
Examiner's response: 

Please refer to the reasons provided above for claim 1 for further clarification. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter soug ht to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1, 3, 4, 7, 9, 12, 15, 16, 18, 20 and 21 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Biliris et al. (US 2001/0009017) (hereinafter Biliris) 
in view of Jones (US 2001/0046069 A1 ) 

Referring to claim 1, 

Biliris teaches a method of identifying whether a communication in a computer network 
is directed to a destination that is internal to a company, the computer network including 
a directory server, the directory server including a company directory that provides 
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employee information 120 (Fig. 1 ; element 1 14, Paragraphs 0034 and 0043), the 
method comprising: 

receiving destination information associated with a first network communication 
(Fig. 2B, block 252, Paragraph 0031); and 

accessing the directory server and comparing the received destination 
information with information in the company directory. (Paragraph 0035; query database 
using an email address) 

Biliris fails to teach determining whether the first network communication is 
directed to a destination that is internal to the company based on the comparison of the 
received destination information and the information in the company directory and 
adding an identifier to the first network communication to indicate to recipients whether 
the first network communication is directed to at least one destination internal to the 
company. 

Jones teaches determining whether the first network communication is 
directed to a destination that is internal to the company based on the comparison of the 
received destination information and the information in the company directory 
(para.[0003], [0018]), and adding an identifier to the first network communication to 
indicate to recipients whether the first network communication is directed only to 
destinations internal to the company, (para. [001 7]). 

Therefore it would have been obvious to one of ordinary skill in this art at the time 
the invention was made to combine the teaching of Biliris and Jones to use the 
comparison of the received destination information and the information in the company 
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directory along with an identifier indicating whether the first network communication is 
only to destinations internal to the company to determine whether the mail was directed 
to a destination internal to the company because they both deal with specifying 
addresses for outgoing email. Furthermore, the teaching of Jones, for example as 
shown in Table of para .[0019], keeps log of the messages sent to the recipients which 
are authorized to receive messages. 
Referring to claim 3, 

Biliris teaches the method of claim 1, wherein the destination information specifies at 
least one email address (Paragraph 0034, 0035., example of a declarative address 
including an email address). 
Referring to claim 4, 

Biliris teaches the method of claim 3, and further comprising: determining 
whether the specified at least one email address is contained within the company 
directory (para.[0025]). 

Biliris fails to teach determining whether the first network communication is 
directed to a destination that is internal to the company based on the determination of 
whether the specified at least one email address is contained within the company 
directory. 

Jones teaches in para.[0019], "The data base 401 contains a list of different 
potential message senders, a list showing different groups of potential message 
recipients, and a set of possible categories indicated by the setting of the various flags 
in a message. For example, the senders may fall into three groups designated sender 
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groups S1 , S2 and S3. The potential recipients can fall into three groups designated 
R1, R2, and R3. The data base 401 and the associated logic 402 can implement logic 
rules such as indicated by the table on page 2." 

Therefore it would have been obvious to one of ordinary skill in this art at the time 
the invention was made to combine the teaching of Biliris and Jones to use the 
comparison of the received destination information and the information in the company 
directory to determine whether the mail was directed to a destination internal to the 
company because they both deal with specifying addresses for outgoing email. 
Furthermore, the teaching of Jones, for example as shown in Table of para .[0019], 
keeps log of the messages sent to the recipients which are authorized to receive 
messages. 

Referring to claim 7, 

Biliris teaches the method of claim 1 wherein the destination information specifies 
a plurality of destinations (Para. [0034], filters may be concatenated using logical 
operators 1 , Paragraph 0035., filters may contain email addresses) 

Biliris fails to teach that the method further comprises : identifying whether each 
of the plurality of destinations is internal to the company based on a comparison of the 
received destination information and the information in the company directory. 

Jones teaches identifying whether each of the plurality of destinations is internal 
to the company based on a comparison of the received destination information and the 
information in the company directory (para. [0003], [0017], [0018]). 
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Therefore it would have been obvious to one of ordinary skill in this art at the time 
the invention was made to combine the teaching of Biliris and Jones to use the 
comparison of the received destination information and the information in the company 
directory to identify whether the mail was directed to a destination internal to the 
company because they both deal with specifying addresses for outgoing email. 
Furthermore, the teaching of Jones, for example as shown in Table of para .[0019], 
keeps log of the messages sent to the recipients which are authorized to receive 
messages. 

Referring to claim 9, 

Biliris fails to teach the method of claim 7 further comprising: adding an identifier 
to the first network communication to indicate whether the first network communication 
is directed to at least one destination external to the company. 

Jones teaches adding an identifier to the first network communication to indicate 
to recipients whether the first network communication is directed only to destinations 
external to the company. (para.[0017]). 

Jones teaches in para.[0019], "The data base 401 contains a list of different 
potential message senders, a list showing different groups of potential message 
recipients, and a set of possible categories indicated by the setting of the various flags 
in a message. For example, the senders may fall into three groups designated sender 
groups S1, S2 and S3. The potential recipients can fall into three groups designated 
R1, R2, and R3. The data base 401 and the associated logic 402 can implement logic 
rules such as indicated by the table on page 2." 
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Therefore it would have been obvious to one of ordinary skill in this art at the time 
the invention was made to combine the teaching of Biliris and Jones to use the 
comparison of the received destination information and the information in the company 
directory to determine whether the mail was directed to a destination external to the 
company because they both deal with specifying addresses for outgoing email. 
Furthermore, the teaching of Jones, for example as shown in Table of para .[0019], 
keeps log of the messages sent to the recipients which are authorized to receive 
messages. 

Referring to claim 12, 

Biliris teaches the method of claim 1 t wherein the directory server is an LDAP server 
(Paragraph 0027). 
Referring to claim 15, 

Claim 15 is a claim to a network device configured to carry out the method steps of 
claim 1 . Therefore claim 15 is rejected for the reasons set forth for claim 1 . 
Referring to claim 16, 

Claim 16 is acclaim to the network device configured to carry out the method steps of 
claim 2. Therefore claim 16 is rejected for the reasons set forth for claim 2. 
Referring to claim 18, 

Claim 18 is a claim to a computer readable medium having computer-executable 
instructions for performing the method steps of claim 1 . Therefore claim 18 is rejected 
for the reasons set forth for claim 1 . 
Referring to claim 20, 
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Claim 20 is a claim to a computer readable medium having computer-executable 
instructions for performing the method steps of claim 3. Therefore claim 20 is rejected 
for the reasons set forth for claim 3. 
Referring to claim 21, 

Claim 21 is a claim to a computer readable medium having computer-executable 
instructions for performing the method steps of claim 4. Therefore claim 21 is rejected 
for the reasons set forth for claim 4. 

5. Claims 5 , 6 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Biliris et al. (US 2001/0009017) hereinafter Biliris in view of Jones (US 
2001/0046069 A1) as applied to claim 1 above, and further in view of Joseph et 
al. (hereinafter Joseph)(US 5, 761, 415) 
Referring to claim 5, 

Biliris teaches the method of claim 1 , wherein the destination information specifies at 
least one fax phone number (Para. [0022], [0025])., invention applicable to faxes, Para. 
[0034], any contact attribute may be used). 
Referring to claim 6, 

Keeping in mind the teachings of Biliris as stated above, Biliris teaches determining 
whether the specified at least one fax number is contained within the company 
directory.(Para. [0022], [0025])., invention applicable to faxes, Para. [0034], any contact 
attribute may be used). 
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Biliris fails to teach determining whether the first network communication is 
directed to a destination that is internal to the company based on the determination of 
whether the specified at least one destination is contained within the company directory. 

Jones teaches in para. [001 9], "The data base 401 contains a list of different 
potential message senders, a list showing different groups of potential message 
recipients, and a set of possible categories indicated by the setting of the various flags 
in a message. For example, the senders may fall into three groups designated sender 
groups S1 , S2 and S3. The potential recipients can fall into three groups designated 
R1, R2, and R3. The data base 401 and the associated logic 402 can implement logic 
rules such as indicated by the table on page 2." 

Therefore it would have been obvious to one of ordinary skill in this art at the time 
the invention was made to combine the teaching of Biliris and Jones to use the 
comparison of the received destination information and the information in the company 
directory to determine whether the mail was directed to a destination internal to the 
company because they both deal with specifying addresses for outgoing email. 
Furthermore, the teaching of Jones, for example as shown in Table of para .[0019], 
keeps log of the messages sent to the recipients which are authorized to receive 
messages. 

However, Biliris and Jones fail to teach determining whether the first 
network communication is directed to a destination that is internal to the company 
based on the determination of whether the specified at least one fax number is 
contained within the company directory. 
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Joseph teaches in Abstract and in Fig. 2, "A naming service maintains lists of 
names for receiving messages, with the names having a defined format portion for 
routing messages in the network. At least some names have additional routing 
information that is passed to another server or service for routing the messages 
externally, such as with remote e-mail or facsimile transmission." 

Therefore it would have been obvious to one of ordinary skill in this art at the time 
the invention was made to combine the teaching of Biliris and Jones with Joseph to use 
the comparison of the received destination information and the information in the 
company directory to determine whether the mail was directed to a destination internal 
to the company because they both deal with specifying addresses for outgoing email or 
outgoing fax. Furthermore, the teaching of Jones, for example as shown in Table of 
para .[0019], keeps log of the messages sent to the recipients which are authorized to 
receive messages. Furthermore, the teaching of Joseph to transmit messages to 
external clients using different means than that used for internal clients results in a 
communications system that can accommodate recipients who cannot be reached using 
the internal communications system even though the internal and external recipients are 
contained in the same distribution list (Joseph, col. 4, lines 45-52). 
Referring to claim 14, 

Biliris in view of Jones as applied to claim 7, fails to teach the method of claim 7 
further comprising: transmitting a version of the first network communication via a first 
communication method to destinations identified as internal to the company 1 , and 
transmitting a version of the first network communication via a second communication 
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method to destinations not identified as internal to the company, the second 
communication method differing from the first communication method. 

Joseph teaches the method of claim 7 further comprising: transmitting a version 
of the first network communication via a first communication method to destinations 
identified as internal to the company (col. 4, lines 10-16, internal messages sent over 
the LAN; and transmitting a version of the first network communication via a second 
communication method to destinations not identified as internal to the company, the 
second communication method differing from the first communication method (col. 4, 
lines 37-44, external communications sent by remote email via smtp server). 

Therefore it would have been obvious to one of ordinary skill in this art at the time 
the invention was made to combine the teachings of Biliris and Joseph because they 
both deal with fax or email communications. Furthermore, the teaching of Jones, for 
example as shown in Table of para .[0019], keeps log of the messages sent to the 
recipients which are authorized to receive messages. Furthermore, the teaching of 
Joseph to transmit messages to external clients using different means than that used for 
internal clients results in a communications system that can accommodate recipients 
who cannot be reached using the internal communications system even though the 
internal and external recipients are contained in the same distribution list (Joseph, col. 
4, lines 45-52). 

6. Claims 10 and 1 1 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over unpatentable over Biliris et al. (US 2001/0009017) (hereinafter Biliris) in view of 
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Jones (US 2001/0046069 A1), as applied to claim 7 above, and further in view of 
Arnold (US 6,275,848). 
Referring to claim 10, 

Biliris in view of Jones fails to teach the method of claim 7 further comprising: 
transmitting at least a portion of the first network communication via email to 
destinations identified as external to the company, and transmitting at least a portion of 
the first network communication to a web server. 

Arnold teaches the method of claim 7 further comprising: transmitting at least a 
portion of the first network communication via email to destinations identified as external 
to the company (col. 4, lines 19-24) transmitting at least a portion of the first network 
communication to a web server (col. 4, lines 19-22). 

Therefore it would have been obvious to one of ordinary skill in this art at the 
time the invention was made to combine the teaching of Biliris and Jones with Arnold 
because they all involve email communications. Furthermore, the teaching of Arnold to 
transmit a portion of a network communication for external destinations and to transmit 
a portion to a web server would increase the efficiency of the transmission of large 
email messages by only transmitting attachments at the request of the recipients of the 
messages (Arnold, col. 2. lines 48-55). 
Referring to claim 11, 

Biliris in view of Jones fails to teach the method of claim 10, and further 
comprising: transmitting an email communication to destinations identified as internal to 
the company, the email communication including link information for accessing the 
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information transmitted to the web sewer. 

Arnold teaches transmitting an email communication to destinations identified as 
internal to the company, the email communication including link information for 
accessing the information transmitted to the web server (col. 2 lines 34-37). 

Therefore it would have been obvious to one of ordinary skill in this art at the time 
the invention was made to combine the teaching of Biliris and Jones with Arnold to 
transmit an email communication to destinations identified as internal to the company, 
the email communication including link information for accessing the information 
transmitted to the web server because they both deal with transmission of information 
via email communications. Furthermore, Arnold teaches that transmitting an email 
communication to destinations identified as internal to the company, the email 
communication including link information for accessing the information transmitted to 
the web server allows managing access to the attachment if the information in the link is 
designated as confidential (col. 2, lines 56-61). 

7. Claim 13 is rejected under 35 U.S.C. 103(a) as being unpatentable over Biliris et 
al. (US 2001/0009017) (hereinafter Biliris) in view of Jones (US 2001/0046069 A1 ), as 
applied to claim 7 above,) and further in view of Shaw et al. (US 6,247,045) hereinafter 
Shaw. 

Referring to claim 13, 

Biliris in view of Jones as applied to claim 7, fails to teach the method of 
claim 7 further comprising: transmitting a first version of the first network communication 
to destinations identified as internal to the company 1 , and transmitting a second version 
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of the first network communication to destinations not identified as internal to the 
company, the second version differing in content from the first version. 

Shaw teaches the method of claim 7 further comprising: transmitting a first 
version of the first network communication to destinations identified as internal to the 
company, and transmitting a second version of the first network communication to 
destinations not identified as internal to the company, the second version differing in 
content from the first version (col. 6, lines 4-13., different messages constructed based 
on designations of groups of users). 

Therefore it would have been obvious to one of ordinary skill in this art at the time 
the invention was made to combine the teaching of Biliris and Shaw to transmit different 
versions of a network communications to destinations internal and external to the 
company because they both deal with addressing email communications to groups of 
users. Furthermore, the teaching of Shaw to transmit different versions of a network 
communications to destinations internal and external to the company would alleviate the 
tedium of having to manually generate separate messages for internal and external 
users (col. 2, lines 3-5). 

Conclusion 

Examiner's note: Examiner has cited particular columns and line numbers in the 
references as applied to the claims above for the convenience of the applicant. 
Although the specified citations are representative of the teachings of the art and are 
applied to the specific limitations within the individual claim, other passages and figures 
may apply as well. It is respectfully requested from the applicant in preparing responses, 
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to fully consider the references in entirety as potentially teaching all or part of the 
claimed invention, as well as the context of the passage as taught by the prior art or 
disclosed by the Examiner. 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .1 36(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ashok B. Patel whose telephone number is (571) 272- 
3972. The examiner can normally be reached on 8:00am-5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, John A. Follansbee can be reached on (571) 272-3964. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



*** 




^KypSent examiner 



